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NAS Synology Modell: DS414

Zurucksetzen

Alle Disks herausnehmen und einzeln mit dem Adapter Reseten und
formatieren.

Powershell:

Disknummer finden:
Get-Disk

PS C:\WINDOWS\system32> get-disk

Number Friendly Name Serial Number HealthStatus OperationalStatus Total Size Partition

CT2000P310... 0000 0000 Q00 @001 QAR 7525... Healthy 1.82 TB GPT
SABRENT DB9876543214E Healthy Online 476.94 GB MBR

Disk formatieren:

Clear-Disk -Number <DiskNumber> -RemoveData -RemoveOEM -
Confirm: $false

Clear-Disk -Number 1 -RemoveData -RemoveOEM -Confirm:$false

CMD:
diskpart

list disk
select disk X

clean

Platten wieder zurtick ins NAS stecken
NAS anschlielen und ins LAN hangen

Kurz warten, danach NAS selbst ebenfalls an der Rickseite Resetten



Mit der NAS verbinden

Via MAC
MAC der NAS auf der Ruckseite: 00-11-32-3A-1E-A0

Broadcast pingen fur traffic
ping 10.0.0.255

Danach die ARP-Tabelle aufrufen und nach der MAC Adresse suchen

arp -a

10.0.0.149 00-11-32-3a-1le-ad dynamisch

IP der NAS: 10.0.0.149
im Browser eingeben: 10.0.0.149:5000

Via Synology Assistant
Synology Assistant Downloaden:

https://www.synology.com/de-
de/support/download/DS220+?version=7 .4#utilities

Dokumentversion wahlen

Windows (exe)

Mac (dmg)

Ubuntu (32 bits, deb)

Ubuntu (64 bits, deb)



https://www.synology.com/de-de/support/download/DS220+?version=7.4#utilities
https://www.synology.com/de-de/support/download/DS220+?version=7.4#utilities

NAS auswahlen = Verbinden

@ Synology Assistant — o *
J Verwaltung H Drucker ]

Q Suche & Verbinden £ Laufwerk einbinden () WOL einrichten H o O

Servername |P-Adresse |P-Status |~ Status =~ MAC Adresse Version Modell Seriennummer WOL-Status
BanaNAS 10.0.0.149 Manual Bereit 00:11:32:3A-1E:A0  7.1.1-42962 update 9 DS414  14AO0MENS20404 -

David-Nas 10.0.0.41 Manual Bereit 90:09:D0:25:67:10  7.4.1-90080 DS220+ 2260RLRIHTEVR -

Dann offnet sich das Browser Ul der NAS

NAS einrichten
Im Browser die IP 10.0.0.149 aufrufen

Welcome!

Set up your Synology DS414 now!

Dem Assistenten folgen und DSM automatisch installieren:




Install DiskStation Manager

DiskStation Manager (DSM) is the operating system running on DiskStation.

r ® Automatically download and install the latest DSM 7.1.1-42962 from

- Synology website
Manually upload a .pat file from your computer.

Download a DSM patch from Synology Download Center.

-

All data will be deleted

All data on the drives 1 2 3 4 will be deleted. This action is
irreversible.

v I understand that all data on these drives will be deleted.

Cancel Continue

Installing DiskStation Manager

This process will only take a few minutes to complete. Do not turn off the power during this process.




NAS Name BanaNAS
Admin User andrea
Passwort 1Abc123!

Get started with your DiskStation

Name your DiskStation and create an administrator account. Use this account to sign in to DiskStation. Set a strong password that will be hard
for others to guess.

Device name: BanaNAS
Administrator account: andrea

Password: 1Abc123!

Confirm password: 1Abc123! (3

v Allow this DiskStation to be displayed in Web Assistant. Synology will collect the IP address and port information, which will only be used
for providing Web Assistant service. Refer to the Services Data Collection Disclosure and Privacy Statement for details.

Select an update option for your DiskStation

Select what to do when there are DSM and package updates available

@ Automatically install important DSM and package updates only (Recommended) i
Automatically install the latest DSM and package updates

Notify me when DSM or package updates are available and I will install them manually




Keinen Account erstellen

Create a Synology Account to receive more benefits

Please read our Terms of Services and Privacy Statement before using our services.

Secure SignIn Service
@ This service supports logins using mobile devices or hardware

Would you like to reconsider? wywhere

lets you access your Virtual DSM

You're about to miss out on many awesome features that will N
icess media or files from any

help manage your device simply and effortlessly. Would you like
to reconsider and create a Synology Account now?

id protection
Create Now Skip Anyway nical support processes, monitors
i, and provides you with
troubleshooting steps upon abnormalities. After enabling this

service, sign in to the web portal to check out the details.

Already have an account? Sign in now.

RAID 10
Platten: 4

Storage Creation Wizard

Configure storage pool property

RAID is a data storage virtualization technology that aggregates multiple drives into a storage pool. Different
RAID types provide different levels of performance, storage capacity, and reliability.

RAID type: RAID 10 -

* Minimum number of drives: 4

* Drive fault tolerance: Total number of drives used / 2

RAID 10 combines the benefits of RAID 1 and RAID 0. Read and

write performance is increased, but only half of the total capacity

is available for data storage. Four or more drives are required

making the cost relatively high, but the performance is great first
while providing fault tolerance at the same time. It can also

sustain multiple drive failures, provided that the failures are not

within the same sub-group. RAID 10 is ideal for applications with

a high I/O demand, for example, database servers. Please note

that the capacity of a RAID 10 storage pool cannot be expanded

by adding drives.




Storage Creation Wizard

Drive check

Performing a drive check can automatically reconfigure a drive, thereby reducing the risk of data access errors.

@ Perform drive check
Drive check may take a longer time because it is performed simultaneously during storage pool creation.
Skip drive check

Drive bad sectors will be reconfigured only when the bad sectors are being accessed.

first anc

Back

Storage Creation Wizard

Allocate volume capacity

Storage Pool: Storage Pool 1 (RAID 10)

Total capacity: 911.1 GB

Available capacity: 911 GB

Modify allocated size: 911 Max i

Volume description (optional):

first




Storage Creation Wizard

Confirm settings

A Storage Pool

RAID type RAID 10

Drive type SATA SSD

Selected drive Drive 1, Drive 2, Drive 3, Drive 4
Estimated capacity 911 GB

Drive check Perform drive check

A Volume
Allocated capacity 911 GB

File system extd =t

Back Apply

Take a quick tour X
Everything to help you get
BB Overview Create - Schedule Data Scrubbing ~ Hot Spare  Global Settings started right away.

[ storage , Storage Pool 1 911.1 GB -
Optimizing in the background...0.12% (Time left: 1

Storage Pool 1

Volume 1

Info
B Hoo/sso RAID type: RAID 10 (With data protection)
Drive Info
Drive Number / Type Drive Size Allocation Status Health Status

BanaNAS Drive 1 (S5D) 476.9 GB Normal Healthy
BanaNAS Drive 2 (SSD) 476.9 GB Normal Healthy
BanaNAS Drive 3 (SSD) 476.9 GB Normal Healthy
BanaNAS Drive 4 (SSD) 465.8 GB Normal Healthy

Volume 1

© system Health

' Healthy
Your DiskStation is working well

Optimizing file system...18.52% 1.2 GB/ 896.7 GB 0%

Server name BananAs
LAN1 - 169.254.143.36
uptime 00:33:53

S Resource Monitar

cru - 19%
RAM —-— 20%
Total = #0.42KB/s % 1.3 KB/3

100

80

60

a0
20
0




Statische IP erstellen
Main Menu = Controll Panel 2> Network

B Overview

Healthy

[0 Storage System is healthy.

Storage Pool 1

Volume 1
] HDD/SSD Volume Usage
Volume 1
Storaae Pool 1 1.2GB/

e m = B O

DSM Help Package Resource Storage Manager

Universal Search Active Insight
Center Monitor

® 1 B

OAuth Service Security Advisor Support Center SAN Manager

j Control Panel

Q
File Sharing
= ®
3
Shared Folder File Services User & Group Domain/LDAP
Connectivity
> | 2
e
External Access Network Security Terminal & SNMP
System
N\
0 . “0 = 1
Info Center Login Portal Regional Options Notification Hardware & External Devices Update & Restore
Power
Services
N [N



Network Interface - auswahlen - Edit

A Q General  Network Interface  Traffic Control  Static Route  Connecti
Create-  Edit Manage «
Shared Folder
LAN 1 DHCP
B File Services 169.25%.143.38
LAN 2 DHCP
i User & Group Lo :
onnects i
B oomain/LDAP Subnet mask:
1Pv6 address: Pvi  IPve  B02.1X
Network Status; Gat network configuration automatically (DHCP)
 External Access i
— ® Use manual configuration
o "
X Netrork 17 address: 10.0.0.149
D Security Subnat mask: 255.255.255.0
Gateway 10.0.0.1 i
B Terminal & SNMP
DS Server: 10.0.0.1

Set as default gatewsy
@ Info Center

Set MTU valus manually
8 Login Portal

¥ Regional Options Enable VLAN (802.1Q)
B Notification

¥ Hardware & Power

5 v QD
External Devices

} Update & Restore

Synalogy Account

B Application Privileges

SSH aktivieren

A Q ssh Terminal ~ SNMP

Use Terminal service to login and manage your system. SSH/Telnet only supports logins from accounts belonging to the administrators group. Please refer to Ti | for more details.

Shared Folder

Enable Telnet service

B File Servi v Enable SSH service

Port 2
User & Group

Advanced Settings
B pomain/LDAP

Note: It is recommended to set a strong password for the login account and enable Auto Block for maximum system security.

® External Access

Network

@ Ssecurity

B Terminal & SNMP



Netzwerkplan

10.0.0.156 DS414

10.0.0.149




Windows hosts Datei Eintrage erstellen
Editor als Administrator 6ffnen > Datei - 6ffnen
- Pfad:
C:\Windows\System32\drivers\etc\hosts

Ganz unten 2 neue Eintrage erstellen, einen fur die Syntology und einen
fur die QNAP NAS. (ich hab grad nur eine NAS)

10.0.0.149 BanaNAS.nas
10.0.0.149 NAS-S-ah.lap

B bewerbung.i bewerl ® 7ehett ® ffmpeg-202¢ yt-dip.conf commandlin downloaded .txt email1 ® known_host:  hosts

Datei Bearbeiten Ansicht H1 ~ - B 7
Copyright (c) 1993-2009 Microsoft Corp.

This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

#

#

#

# This file contains the mappings of IP addresses to host names. Each

# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.
#
#
#
#
#
#
#
#

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a '#' symbol.

For example:

102.54.94.97 rhino.acme.com # source server
38.25.63.10 X.acme.com # x client host

localhost name resolution is handled within DNS itself.
127.0.0.1 localhost
HE localhost

Added by Docker Desktop
10.0.0.156 host.docker.internal
10.0.0.156 gateway.docker.internal
# To allow the same kube context to work on the host and the container:
127.0.0.1 kubernetes.docker.internal
# End of section

19.8.08.149 BanaNAS.nas
10.0.0.149 NAS-S-ah.lap

Im Browser testen:

http://bananas.nas http://nas-s-ah.lap

O Micht sicher bananas.nas 0 Micht sicher nas-s-ah.lap



http://bananas.nas/
http://nas-s-ah.lap/

Benutzer Home Dienst

User & Gruppen - Advanced - Enable user home service

j Control Panel

e ) Q User Group Advanced
v/ Minimal password length 8
Shared Folder Password history (times)

-~ ) o
File Services ~ Password Expiration

= User & Group Enable password expiration

B Domain/LDAP

© External Access
/} Network
Security

Terminal & SNMP

A~ User Home

© Info Center +/ Enable user home service i

B Login Portal (Available capacity: 895.5 GB) -

> Recycle bin status: Disabled
“Zo Regional Options

Note: To manage Recycle Bin, go to Shared Folder, select the "homes" folder, and click Edit.
B, Notification

Speichern

Benutzer erstellen

2 Testbenutzer erstellen:

Name Passwort Gruppe Shared Folder
test1 IAbc123! Users riw
test2 IAbc123! users riw




User Creation Wizard

Enter user information

Name *: test2

Description:

Email:

Password *: YYYYYYIY) Generate Random Password
— Weak

Confirm password *: eeseccoe

Send a notification mail to the newly created user

Disallow the user to change account password

* This field is required.

User Creation Wizard

Assign application permissions

User Permissions

Name Preview Group Permissions — Allow Deny
AFP Allow Allow
DSM Allow Allow
FTP Allow Allow v
File Station Allow Allow v
SFTP Allow Allow v
SMB Allow Allow v
Universal Search
rsync (Shared Folder ...  Allow Allow
8items C

Note: The permission is determined by user and group permissions. Permission priority: Deny > Allow.




Geteilten Ordner ,share” erstellen
- Controll Panel = Shared Folder - Create

ft Q

File Sharing

I Shared Folder

1

File Services

= User & Group

B Domain/LDAP
rectivity

% External Access

/A\ Network

'»@ Security

Bl Terminal & SNMP

System

o Info Center

[ 7] Login Portal

5“'6 Regional Options

B nntificatinn

Create Encryption ~ Action -

Shared Folder Creation Wizard

Set up basic information

Name *:

Description:

Location: Volume 1: ext4 bt
Hide this shared folder in "My Network Places"
Hide sub-folders and files from users without permissions i

v/ Enable Recycle Bin
v/ Restrict access to administrators only

Note: How to set up a Recycle Bin emptying schedule

* This field is required.

Restrict access to administrators only wegmachen

test1 & test2 schreib und leserechte geben

Benutzer ,sicherung” erstellen

Name:

Passwort:

sicherung

IAbc123!

Gleicher Vorgang wie bei User test1/test2 bis zu den
Ordnerberechtigungen.

Dort Read Only/Schreibgeschutzt anhaken



User Creation Wizard

Assign shared folders permissions

' . User Permissions
Name Preview Group Permissions

Mo Access Read/Write =« Read Only
homes Read Only - v
share Read Only - v
2items C

Note: When there is conflict between user and group permission, the permission is determined by level in the
order: NA > RW > RO

Back Next

Zugriff Win11 Explorer

Im Windows Explorer den Zugriff mit verschiedenen Adressen uns
Benutzern testen.

\10.0.0.149\share test1 IAbc123!
\\bananas.nas\homes sicherung IAbc123!
\\nas-s-ah.lap\sicherung | andrea IAbc123!

Windows speichert die Logins daher mussen diese via Powershell
manuell geloscht werden, wenn man sich mit einem anderen Benutzer
auf dieselbe Freigabe einloggen will:

net use \\10.0.0.149\share /delete
net use \bananas.nas\homes /delete
net use \\nas-s-ah.lap\sicherung /delete

(manchmal ist zusatzlich ein Neustart erforderlich)




Sicherungsskript & Windows Aufgabe erstellen

1. Neuen Ordner am Win PC erstellen
2. .txt Datei im Ordner erstellen
3. Skript einfugen:

@echo off

set QUELLE1=\\<IP_NAS_S>\share
set ZIEL1=\\<IP_NAS_Q>\sicherung\share

set QUELLE2=\\<IP_NAS_S>\homes
set ZIEL2=\\<IP_NAS_Q>\sicherung\homes

robocopy "%QUELLE1%" "%ZIEL1%" /E
robocopy "%QUELLE2%" "%ZIEL2%" /E

4. Speichern: NAS-Sicherung.cmd
. Aufgabenplaner 6ffnen - Aufgabe erstellen...
6. Name: NAS_Sicherung
Unabhangig von Benutzeranmeldung ausfuhren
Mit hochsten Privilegien ausfuhren
7. Trigger 2 Neu
taglich, alle 5 Minuten ausfuhren
unbegrenzt
Aktivieren
8. Aktion = Neu
Programm starten
Pfad zum Skript einfugen

&)

Wenn die Datei als .cmd gespeichert wurde:
Programm starten
Skript Datei suchen/Pfad einfugen

Wenn die Datei als .ps1 gespeichert wurde:
Programm starten

Programm/Skript: Pfad zur powershell.exe
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Arg umente: -NoProfile -ExecutionPolicy Bypass -File "C:\##NAS_Sicherung\NAS-
sicherung.ps1"”



Web-Station Synology
- Package-Center
Installieren:

- Web Station

- Apache http Server

‘ Web Station Apache HTTP
‘ Server 2.4

Control Panel

b5zl Install

Web Station o0ffnen > Web Service Portal

Default Portal auswahlen - Edit > Enable personal .
Website - Speichern File Station

c Web Station

B status Create Edit
|:,|_'| Web Service Portal
Script Language
W ? guag MNormal Default ser... * 80 / 443 - A

Settings

[D) Error Page Settings

Priafen ob in den homes Verzeichnissen von test1 und test2 ein ,\WWWW*
Verzeichnis erstellt wurde:

File Station

* BanaNAS < c
* home
- homes Create -
¥ admin
¥ andrea WWW
¥ sicherung
b testl
b test2
b share

b web

» web_packages



Jeweils fur Benutzer test1 und test2 eine HTML Seite erstellen:

Index.html Index.html
<IDOCTYPE html> <IDOCTYPE html>
<html> <html>
<head> <head>
<title>Test1</title> <title>Test2</title>
</head> </head>
<body> <body>
<h1>Webseite von test1</h1> <h1>Webseite von test2</h1>
</body> </body>
</html> </html>
/homes/test1/www /homes/test2/www

http://bananas.nas/~test1/

QO Nicht sicher bananas.nas,

Webseite von testl

http://bananas.nas/~test2/

O Nicht sicher

Webseite von test2



http://bananas.nas/~test1/
http://bananas.nas/~test2/

Windows Konfiguration

Benutzer in Windows anlegen

1. ,start”

Computerverwaltung suchen

Links ,Lokale Benutzer und Gruppen® - Benutzer

Rechtsklick: Neuer Benutzer...

User test1, ,test2“ und ,sicherung” erstellen

,Benutzermuss Kennwortbei der nachsten Anmeldung andern >
ABWAHLEN

7. ,Kennwort lauft nie ab > AUSWAHLEN

o0k WON

A Computerverwaltung

Datei Aktion Ansicht 7
e« | zE ez HE

&' Computerverwaltung (Lokal) Mame Vollstandiger Mame Beschreibung

v [t System 18 Administrator Vordefiniertes Konto fi
¥ @ Aufgabenplanung g.andrea
> [4] Ereignisanzeige

= Frei b Ord &Default.ﬂxccn... Ein vorn Systemn verwall
> ;| Freigegebene Ordner po
~ & Lokale Benutzer und Gn &':frank o
&,Gast Vordefiniertes Konto £
~| Gruppen &:“53
o WDAGLHility... Ein Benutzerkonto, das

) I@I Leistung
oy Gerdte-Manager

il - Meuer Benutzer...
w (20 Datenspeicher

o Datentrigerverwaltung R
- ualisieren
» 4 Dienste und Anwendungen

Liste exportieren...
Ansicht »

Symbole ancrdnen »

Am Raster ausrichten

Hilfe
User Passwort
test1 IAbc123!
test2 IAbc123!
sicherung IAbc123!




Netzlaufwerke Verbinden

Bei Benutzer test1 einloggen
Explorer > Rechtklick auf ,Dieser PC* - ,Netzlaufwerk verbinden®

Laufwerk und Ordner wie gefordert auswahlen

,erbindung bei Anmeldung wiederherstellen“ anwahlen

Ordner suchen
@ Netzlaufwerk verbinden Wahlen Sie einen freigegebenen Netzwerkordner aus.
7
Welcher Netzwerkordner soll zugeordnet werden? 3 Netzwerk
Bestimmen Sie den Laufwerkbuchstaben fiir die Verbindung und den Ordner, mit dem die Verbindung > 1000149
hergestellt werden solk: I |~ Il BanaMNAS
Laufwerk: £ ~ | > . home

> . homes

Ordner: |\\BanaNAS\share V| Durchsuchen... | -

Beispiel: \\Server\Freigabe | o #recycle

B Verbindung bei Anmeldung wiederherstellen 1 > o web

[[J Verbindung mit anderen Anmeldeinformationen herstellen : > . web_packages

Verbindung mit einer Website herstellen, auf der Sie Dokumente und Bilder speichern > Il David-Nas

kénnen > [l DESKTOP-PTLF3RE
> [l LENOVONOTEBOOK
> [l tsclient

Fertig stellen Abbrechen

Meuen Ordner erstellen Abbrechen

Fur User test1 und test2 die Verzeichnisse share und home einbinden

Fur User sicherung das Verzeichnis sicherung

v Gerdte und Laufwerke ~ (Gerate und Laufwerke
== Lokaler Datentrager (C:] Volume (D) == Lokaler Datentrager (C:)
— 17,8 GB frei von 55,8 GB _— 62,1 GE frei von 62,2 GB o m
v Netzwerkadressen ~ Netzwerkadressen
share (\\BanaMNAS) (Z:) home (\\BanaNAS) (V) sicherung (\\BanaNAS\homes) (Z:)
B 555 G frei von 295 6B B 55 G frei von 296 68 B on oG8




